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Radio call receiver 



(57) A radio call receiver can be disabled by its right- 
ful owner when it is lost or stolen. When a radio call re- 
ceiver 100 receives a radio selection call signal, a de- 
coding section 30 decodes the received data and trans- 
mits it to a control section 40. The control section 40 
obtains a unique ID code and an additional address from 
the received data. An ID code determination section 43 



compares the unique ID code to the registered ID code 
stored in an ID-ROM section 51 . If they match and there 
is an additional address included in the signal, a pass- 
word comparison section 42 compares the additional 
address to the registered password. If they match, the 
control section stops the functions for receiving the mes- 
sage in the call signal and displaying the received mes- 
sage. 
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Description 

BACKGROUND OF INVENTION 
1. Field of the Invention 

The present invention relates to a radio call receiv- 
er, in particular, to a radio call receiver for informing a 
user of the call on determining that a received ID code 
matches a registered ID code previously registered in 
the device, and storing and displaying the correspond- 
ing message. 



2. Description of the Related Art 

Conventional systems for calling radio call receiv- 
ers generally have the following configuration. When a 
caller transmits the telephone number of a called party 
from a telephone via a public switched network, a radio 
call transmitter converts the telephone number into an 
address signal corresponding to the unique ID code of 
a radio call receiver. A base station organizes as many 
address signals as radio call receivers to be called, and 
transmits the call signals with synchronization signals. 
Each radio call receiver initiates a call to its owner (user) 
if the unique ID code that is the address signal of the 
radio call receiver in the call signal matches the contents 
of its registered ID code. 

A system has been proposed in order to prevent 
mislaid radio call receivers from being improperly used 
by people other than the rightful owner. Each address 
signal (1), .... ( n ) comprises a fixed address section A 
that is a fixed ID code (corresponding to a telephone 
number) unique to a radio call receiver and an additional 
address section B that is a password set individually by 
an owner or an user. The fixed ID code is provided by a 
communication company. A caller inputs the telephone 
number of a called party and a subsequent password 
thereof to a radio call transmitter via a telephone and a 
public switched network. A radio call receiver does not 
carry out a message reception operation and a calling 
operation corresponding to the address signal unless a 
unique ID code and a subsequent additional address 
are specified in the call signal transmitted by a base sta- 
tion and match registered data (Japanese Patent Laid- 
Open Application No. 2-29036) . 

The conventional radio call receivers which are in- 
tended to prevent unauthorized use have the following 
problems. A first problem is degraded operability on the 
caller side. That is, input of a telephone number (a fixed 
address) and the password of a called party are required 
to connect to a receiver. A second problem is limited 
service functions among systems. That is, conventional 
receivers cannot cope with transfer informing services 
from other systems that do not require the input of a 
password (an additional address). A third problem is im- 
perfect security for received information. That is, if the 
receiver should be lost, the contents of received mes- 



sages may be leaked out easily to the third person. 
SUMMARY OF THE INVENTION 

5 It is, therefore, an object of the present invention to 

provide a radio call receiver that solves the above prob- 
lems, which improves security in case of loss, and which 
also improves operability on the caller side. 

A radio call receiver of the present invention com- 
-io prises a decoder for decoding a received radio selection 
call signal to detect an ID code, an additional address 
and a message, a memory for storing a registered ID 
code, and a control means. The control means com- 
pares said detected ID code to said registered ID code, 
15 compares a password of an additional address added 
to said ID code to an registered password in case that 
said decoder detects said additional address, and disa- 
bles the receiver when the two passwords coincide with 
each other. 

20 A receiving method of the present invention com- 
prises the following steps. First, a received radio selec- 
tion call signal is decoded, and an ID code and a mes- 
sage are detected, said ID code is compared to a reg- 
istered ID code, it is checked whether an additional ad- 

25 dress added to said ID code has been received, and a 
password in said additional address is compared to an 
registered password. Thereafter, the receiver is disa- 
bled if the two passwords coincide with each other. 
In this receiver and receiving method, if the receiver 

30 is lost, then a user easily protect stored information. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above and other objects, features and advan- 
35 tages of the present invention will become apparent 
from the following detailed description taken with refer- 
ence to the accompanying drawing in which : 

FIG.1 is a functional block diagram showing one 
embodiment of this invention. 
40 FIG. 2 is a flowchart showing the operation of one 
embodiment of this invention. 

FIG. 3 is a functional block diagram showing a var- 
iation of the control section shown in FIG.1. 

FIG .4 shows one embodiment of radio selection call 
45 signal format. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

50 FIG.1 , a radio call receiver 1 00 comprises a key in- 
put section 10 with which a user performs setting oper- 
ations; a receiving section 20 for receiving radio signals; 
a decoding section 30 for decoding received signal data; 
a control section 40; a memory section 50; a display sec- 

55 tion 70 for displaying messages; a speaker 80 that gen- 
erates sounds; and a drive circuit 60 for driving these 
peripheral devices in accordance with the control sec- 
tion 40. The control section 40 monitors and controls the 
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overall device, and includes a password registration 
section 41 for accepting the registration of passwords 
and for storing them, a password comparison section 

42 for determining whether or not an additional address 
and a registered password match, and an ID code de- 
termination section 43 for determining whether or not a 
unique ID code and a registered ID code match. The 
memory section 50 includes an ID-ROM section 51 for 
storing various parameter information such as regis- 
tered ID codes, a RAM 52 for storing received messag- 
es, and a ROM 53 for storing control software informa- 
tion for the operation of the control section 40. 

The owner can arbitrarily register a password by ex- 
ecuting setting and registration operations from the key 
input section 10. The password registration section 41 
accepts and registers the password. The accepted 
password may be stored in the memory section 50. An 
ID code (a unique ID code) is registered in advance by 
the communication company using a well-known appro- 
priate technique. Whether or not an ID code has been 
registered can be known from a registration ID status 
provided in the ID-ROM section 51 . The owner's contact 
number can be registered in the ID-ROM section 51 . 

A call signal on a radio line for calling the radio call 
receiver 100 includes the telephone number of a called 
party who is the owner, that is, a unique ID code. An 
additional address may be added to the call signal as 
shown in FIG. 4. The reception section 20 receives the 
call signal on the radio line and obtains the unique ID 
code, the additional address (if any) and a message. 
The decoder 30 decodes the received data and trans- 
mits it to the control section 40. 

The control section 40 checks whether an ID code 
is registered in the ID-ROM 51, and if so, constantly 
monitors the unique ID code transmitted by the base sta- 
tion via the reception section 20 and the decoder 30. On 
detecting the unique ID code in the received data, the 
control section 40 checks whether or not it includes an 
additional address, and if not, determines that the call 
is of a normal type. The ID code determination section 

43 determines whether or not the ID code matches the 
registered ID code stored in the ID-ROM section 51. If 
they match, the control section 40 receives the message 
corresponding to the ID code of the receiver which is 
contained in the call signal, and controls the drive circuit 
60, the display section 70, and the speaker 80 so as to 
initiate a call notifying operation including the display of 
the received message. The received message can be 
stored in the RAM 52 and displayed on the display sec- 
tion 70 at any desired time by the operation of the key 
input section 10. 

If the received data includes an additional address, 
the password comparison section 42 determines wheth- 
er or not the address matches the password registered 
in the password registration section 41. If they match, 
the control section 40 determines that this is a protect 
instruction for preventing unauthorized use, and pro- 
vides a read inhibition protect for the registered ID code 



in the ID-ROM section 51 (that is, the ID code is masked 
so that it cannot be read) to disable the ID code (that is, 
stop the message reception and display functions). The 
control means can be set in microprocessor. 

5 Next, an operation performed to prevent unauthor- 

ized use according to this invention is described in detail 
with reference to FIG. 1 and FIG. 2. 

The owner of the radio call receiver 100 operates 
the key input section 10 in advance to input a password 

10 to the control section 40 in order to register it in the pass- 
word registration section 41. To change the registered 
password, the owner inputs a new password with the 
current password. If the receiver should be lost or stolen 
and obtained by a third party, the rightful owner will use 

75 a telephone to access a radio call transmitter via a public 
switched network, input his or her password as the ad- 
ditional address in addition to his or her unique ID code 
which is conventionally used in a call signal, and trans- 
mit the data to the radio call receiver 1 00 via a radio line. 

20 in the radio call receiver 100, the reception section 
20 prepares to receive the call signal on the radio line, 
establishes synchronization by detecting a synchroniz- 
ing signal, and then transfers to a reception initiation 
mode (steps S100 and S101 in FIG. 2) . The decoder 

25 30 decodes and converts the data received by the re- 
ceiving section 20, and then sends it to the control sec- 
tion 40. The control section 40 obtains the unique ID 
code and the additional address from the received data 
(step S102). If an ID code is registered in the ID-ROM 

30 section 51 of the memory section 50, that is, the regis- 
tration ID status is n 1 a (step S103), the ID code determi- 
nation section 43 determines whether or not the regis- 
tered ID code stored in the ID-ROM section 51 matches 
the received unique ID code (step S104). If there is not 

35 an ID code registered or the ID codes do not match, the 
control section 40 returns to a reception waiting state. If 
the ID codes match, the control section 40 determines 
that this is a call to the receiver, and causes the pass- 
word comparison section 42 to compare the input addi- 

40 tional address, if any, to the password stored in the pass- 
word registration section 41 (steps S105 and S106). If 
there is not an additional address input or the address 
and the password do not match, the control section per- 
forms a normal operation (step 1 20). This normal calling 

45 operation is a well known technique, and its detailed de- 
scription is omitted. If an additional address has been 
transmitted from the caller and it matches the password 
for the receiver, the control section 40 determines that 
the message includes a "protect instruction n and forces 

so the registered ID status to be set to "0" (no registration; 
protect state), thereby disabling the comparison to sub- 
sequent unique ID codes (step S107). The control sec- 
tion 40 simultaneously sets the contents of the message 
in a secret mode to prevent the leakage of the received 

55 message stored in the device (step S108) and displays 
on the display screen 70 the owner's contact number 
registered in the ID-ROM section 51 (step S109). After 
that, the control section 40 shifts to a protect cancella- 
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tion waiting mode (step S110). The owner's contact 
number is displayed, so if the receiver should be lost, it 
is likely that it will be returned to the owner. 

If the receiver is returned to the rightful owner and 
when the owner inputs the registered password from the 
key input section 10 (step S111), the control section 40 
detects that the input password matches the password 
registered in the password registration section 41, and 
cancels the "protect state", that is, sets the registered 
ID status to "1". This enables the reception of subse- 
quent call signals (display of received message) (step 
S112). 

Next, a second embodiment of this invention is de- 
scribed in detail. FIG. 3 is a block diagram of a variation 
of the control section 40 according to this invention. In 
addition to the password registration section 41, the 
password comparison section 42, and the ID code de- 
termination section 43, the control section 40 has a timer 
section 44 for managing time and a battery replacement 
detection section 45 for monitoring the replacement of 
a battery. The timer section 44 monitors the operation 
of switches in the key input section 10 over a specified 
period of time. If no switch operation has been per- 
formed over the specified period of time, the control sec- 
tion 40 masks the registered ID code in the ID-ROM sec- 
tion 50 so that it cannot be read (registered ID status = 
0). Thereby, the reception and display of message are 
inhibited. The specified period of time is, for example, 
from several hours to several days. 

The battery exchange detection section 42 moni- 
tors the condition of the battery (not shown), and detects 
whether it has been replaced). When the battery is re- 
placed, the control section 40 masks the registered ID 
code in the ID-ROM section 51 (registered ID status = 
0) so that it cannot be read. 

These functions can prevent the receiver from re- 
ceiving and displaying messages, even though the own- 
er does not know that the receiver has been lost. In this 
case, the rightful owner can use the receiver again by 
inputting the registered password. That is, the control 
section 40 causes the password comparison section 42 
to determine whether or not the password input from the 
key input section matches the password registered in 
the password registration section 41 , and if they match, 
returns the registered ID status to "1 ". 

On detecting that the ID code in the radio selection 
call signal matches the ID code previously registered in 
the device, the radio call receiver according to this in- 
vention determines that the call is to the receiver and 
stores and displays the corresponding message. A 
password is registered in advance (a registered pass- 
word), and an additional address is added to the ID code 
in the radio selection call signal. If this additional ad- 
dress matches the registered password, the registered 
ID code of the receiver is invalidated (protect state), and 
the reception and display of the message are prohibited. 
Thus, in normal operations, the caller (the sender) is re- 
quired to input only the telephone number (the fixed ad- 



dress) of the receiver corresponding to the ID code to 
prevent operability from being degraded. This receiver 
can deal with transfer informing services from other sys- 
tems that do not require the input of a password (an ad- 
5 ditional address). If the receiver should be lost or stolen, 
the rightful owner can send via remote control a radio 
selection call signal including the registered password 
as the additional address to disable the receiver. The 
user thereby prevents the contents of the received mes- 
10 sage from being leaked to a third party, in order to pro- 
tect the owner's data and privacy (to improve security). 

Even though the owner does not know that the re- 
ceiver has been lost, the owner's data and privacy can 
be protected by setting the registered ID in the protect 
is state by executing timing control. That is, the receiver 
becomes disabled when the timer means detects that 
no key operation has been performed over a specified 
period of time or when the battery replacement detection 
means detects that the battery has been replaced due 
20 to its exhaustion. 

While the present invention has been described in 
connection with certain preferred embodiments, it is to 
be understood that the subject matter encompassed by 
the present invention is not limited to those specific em- 
2 $ bodiments. On the contrary, it is intended to include all 
alternatives, modifications and equivalents as can be in- 
cluded within the spirit and scope of the following claims. 

30 Claims 

1. A radio call receiver for displaying a message com- 
prising: 

55 a decoder for decoding a received radio selec- 

tion call signal to detect an ID code, a password 
and a message; 

a memory for storing a registered ID code; and 
control means for (a) comparing said detected 
40 ID code to said registered ID code, (b) compar- 

ing said password to a preset password, and 
(c) disabling said receiver if said two passwords 
are the same. 

2. The radio call receiver as claimed in claim 1 , where- 
in said control means prevents said registered ID 
code from being read from said memory when said 
two passwords coincide with each other. 

>o 3. The radio call receiver as claimed in claim 1 , where- 
in said control means prevents said message from 
being displayed when said two passwords coincide 
with each other. 

>5 4. The radio call receiver as claimed in claim 1 , where- 
in said control means stores said preset password. 

5. The radio call receiver as claimed in claim 1 , where- 
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in said memory stores said preset password. 

6. The radio call receiver as claimed in claim 1 , where- 
in said control means further comprises means for 
disabling said receiver when no input operation has $ 
been performed for a predetermined period of time. 

7. The radio call receiver as claimed in claim 1 , where- 
in said control means disables said receiver when 

a battery has been replaced. io 

8. The radio call receiver as claimed in claim 1 , further 
comprising means for entering said preset pass- 
word. 

75 

9. The radio call receiver as claimed in claim 1 , where- 
in said control means further comprises means for 
restoring normal operation of said receiver respon- 
sive to input of said preset password via said enter- 
ing means. 20 

10. A receiving method of radio selective call signal, 
comprising the steps of: 

decoding a received radio selection call signal 25 
to detect an ID code, and a message; 
comparing said ID code to a registered I D code; 
checking whether a password added to said ID 
code has been received; 

comparing said password to a preset pass- 30 
word; and 

disabling said receiver when said two pass- 
words are the same. 

11. The receiving method as claimed in claim 10, fur- 35 
ther comprising the step of: 

preventing any stored message from being 
displayed after said disabling step. 

12. The receiving method as claimed in claim 10, fur- 40 
ther comprising the step of: 

displaying information about an owner after 
said disabling step. 

13. The receiving method of radio selective call signal 45 
as claimed in claim 10, further comprising the step 

of: 

restoring operation of said receiver upon input 
of said preset password. 

50 
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